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Introduction

This guide provides a step-by-step walkthrough on how to install Debian 12 on a QEMU/KVM virtual
machine, along with an Apache server, PostgreSQL, PHP and PhpPgAdmin. Note that this setup will
not include a graphical interface. It will be managed entirely via command lines.

The entire installation process should take around 4 hours if you take the time to understand what is
happening.



Chapter 0: What Are Those

Apache

Apache HTTP Server is a web server. Web servers handle requests from clients such as web browsers,
then deliver the requested content to users. Apache is open-source and can run on various operating
systems.

e Apache’s website: https://httpd.apache.org/

Debian 12

Debian is a free operating system. It is a Linux distribution composed mainly of free and open-source
software. The version 12, named “Bookworm?”, is the latest stable version as of May 2024. Debian's
package management system, APT (Advanced Package Tool) simplifies the process of installing,
updating, and managing software packages on Debian systems.

e Debian’s website: https://www.debian.org/

e Debian’s Wikipedia page: https://en.wikipedia.org/wiki/Debian

PHP

PHP is an open-source script language used for creating dynamic web pages. It embed within HTML.
It adds functionalities such as collecting form data, generating dynamic content and interacting with
databases.

e PHP’s website: https://www.php.net/manual/en/intro-whatis.php
e PHP’s Wikipedia Page: https://en.wikipedia.org/wiki/PHP

PhpPgAdmin

PhpPgAdmin is a web application written in PHP that simplifies the administration of PostgreSQL
databases. It provides a graphical interface for managing databases, running SQL queries and viewing
tables.

e  PhpPgAdmin GitHub Repository: https://github.com/phppgadmin/phppgadmin
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PostgreSQL

PostgreSQL is an open-source relational database management system. It uses the SQL language. It
runs on many operating systems.

e PostgreSQL’s website: https://www.postgresql.org/about/

QEMU/KVM

We will install Debian on a virtual machine emulated by QEMU. QEMU is an open-source machine
emulator and virtualization tool. It allows users to run virtual machines on their host systems.

The KVM (Kernel-based Virtual Machine) is a virtualization module for the Linux kernel. It provides
hardware virtualization support and enhances the performance of virtual machines.

e QEMU’s Website: https://www.gemu.org/
e QEMU’s Wiki main page: https://wiki.gemu.org/Main Page
e QEMU’s Wiki KVM page: https://wiki.gemu.org/Features/KVM

VM (Virtual Machine)

A software emulation of a physical computer that runs an operating system and applications.

ll$" and ll#"

In terminal commands, you will see symbols “S” or “#” at the beginning. “S” is for commands that can
be entered by a basic user. “#” is for commands used by the root account. These symbols are already
displayed in the terminal and cannot be deleted, so you don’t need to type them.
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Chapter 1: Installing Debian 12

1) Downloading the ISO image and checking its integrity

We will install Debian 12 (“Bookworm”), version 12.x, for x86 64-bit
processors using the "netinst" ISO image type.

ISO image

It is a file containing the
The ISO image and the files needed to verify its integrity can be found

exact copy of all the data
here:

stored on an optical disc.

https://cdimage.debian.org/cdimage/release/current/amd64/iso-cd/

In the context of our project, the image has been pre-downloaded to save time and disk space.

e Open the folder where the ISO image is stored:
cd /usr/local/images-IS0/

o Verify the integrity of the ISO image:
o Go to the download page above (where you could download the ISO image).
o Open the file “SHA512SUMS”.
- It contains the SHA-521 checksums. SHA-512

o Inthe terminal, enter this command:
$ shabl2sum NAME-OF-THE-ISO-IMAGE-FILE

“Secure Hash Algorithm

512”.
- It computes the SHA-512 checksum of your I1SO
image. It converts text of any
o Compare the two SHA-512 strings: they should be length into a fixe-sized
identical. string (512 bits, so 64
= If the checksums do not mach, delete the ISO image bytes).

and download it again. But before, ensure you are using
the correct “SHA512SUMS” file.

2) Installing the Debian system
To launch the virtual machine, we use QEMU/KVM.

e Ensure that no other users are connected to the station:
S who

- If there are other active connections, you may encounter issues during the installation
process.

e Launch the virtual machine:
$ S2.03-lance-installation

- This command executes a script to initiate the installation process. For more information,
look in annexe!

e Choose the option “Graphical install” to utilize a graphical interface for the installation
process.


https://cdimage.debian.org/cdimage/release/current/amd64/iso-cd/

e Follow the instructions below to complete the configuration. If not specified, maintain the
default options:
o Language: English
Location: other/Europe/France
Locales: United States, en_US.UTF-8
Keyboard: French
Hostname: server-loginUGA (example : server-garaixle)
Domain name: empty
Root password: choose an easy password, such as 'root' (no security problem)
Full name for the new user: your full name

0O 0O O O O O O

Username: login UGA (example: garaixle)

@ QEMU v oA X

Machine  View

© debian 12

Set up users and passwords
Select a username for the new account. Your first name is a reasonable choice. The username should start with a lower-case letter, which can
be foll d by any combination of bers and more lower-case letters.
Username for your account:
[garaixle{ ]
| screenshot | | GoBack ‘ Continue

1. Debian installer, login input (Screenshot 1)

Password: easy too, such as 'etu’

Partition disks: Guided - use entire disk

Partition disks: All files in one partition

Partition disks: (Write the changes to disks?) Yes

Software Selection: check that "Debian desktop environment" isn’t ticked and that

0O O O O O

"ssh server" is ticked



@~ QEMU v A%

Machine  View

© debian 12

Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

[[] Debian desktop environment
[] ... GNOME

] ... Xfce

[] ... GNOME Flashback

[] ... KDE Plasma

[J ... MATE
[J ... LXDE
[J ... xqu

[] web server
SSH server

standard system utilities

2. Debian installer, software selection (Screenshot 2)

o Install GRUB: Yes
o Device for boot loader: /dev/sda

Once the installation is complete, the virtual machine (VM) restarts. You will be prompted with a
terminal to connect to the server.

Before proceeding to the next step, shut down the VM: Root

e Connect to the server with the root account: The user « root » is
o Login: root
o Password: root (if you followed the advice)
e Enter the command :

# poweroff

privileged user having
rights to administer the

whole system.

The VM should be shut down.

3) Moving the ISO image

We need to move the ISO image to the server erebus4. This allows you to access the virtual
machine from any other station on the network. You can also copy the image to a USB key if needed.



e Ensure the virtual machine is off.

e Move the ISO image to erebus4:
$ S2.03-déplace-image-disque-sur-erebus4

Once this step is complete, you can launch the virtual machine from any other station using the
command:
$ S2.03-lance-machine-virtuelle

4) Checking that everything is alright

Find the Ethernet and IP characteristics of your virtual machine.

e Launch the virtual machine. Reminder:
S S2.03-lance-machine-virtuelle

e Connect with the root account.

e Display the Ethernet and IP characteristics of the VM:
# ip addr

Q QEMU v 2

Machine  View

0 default glen 1e

o default glen

3. Ethernet and IP characteristics

The command output shows various network interfaces. We are interested in the section for the
Ethernet interface, here named “enp0s2”.

The IPv4 address (and its CIDR notation)is 10.0.2.15/24.

The IPv6 addressis fec0::5054:ff:fel2:3456/64

o Verify that the X.org server is not installed on the VM:
# dpkg -1 | grep xorg
- If there is no output, it means the X.org server is not installed, which is what we want.

X.org

X.org provides the fundamental graphical environment for Unix-like operating systems. It enables
graphical user interfaces for applications and user interaction. Since we want the virtual machine
to operate using command lines only, we don’t need an X server.
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5) Accessing the virtual machine with SSH

To allow you to access the servers running on your VM from clients on your Linux station, port
forwarding has been set up by the teaching team:

Network Linux
. VM port | station Example of use from a Linux station
service
port
SSH 22 2222 $ ssh loginUGA@localhost -p 2222
HTTP 80 8080 URL: http://localhost:8080/
HTTPS 443 4443 URL: https://localhost:4443/
PostgreSQL 5432 5432 $ psgl -h localhost -U postgres postgres

Check the status of SSH:

e Onyour VM, with the root account, enter the following command:
# systemctl status ssh
- You should see a status message indicating that the SSH service is active and running, as in
the image below.

Q QEMU v A X

Machine  View

istener] @ of |

4. Status command result for SSH (Screenshot 4.1)

Connecting to you VM with SSH

To connect with SSH to your virtual machine, use the simple user account created during the OS
configuration (login UGA and password “etu”).

e Ensure the virtual machine is running.

e Onyour Linux station, enter the following command, replacing “loginUGA” with your own
login:
$ ssh loginUGAR@localhost -p 2222

11



- The first time you connect, you may need to authorize the connection by typing yes.

Your terminal should now display a different header. It indicates that you are connected to the V:

. - (garaixle) localhost:2222 — Konsole oo X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  [I[] split View ~ B paste Q Find

% ssh garaixle@localhost -p 2222
ssword:

The programs included with the Debian GNU/Linux system are free software;
t distribution terms for each pr am are described in the
ividual files in Jusr/share/d opyright.

5. SSH connection

Once connected with your user account, switch to the root account by entering:

e S su -

e Enter the password of the root account when prompted.

6) Installing Debian packages

Debian uses the APT (Advanced Package Tool) installer, which makes Packages
upgrading and managing packages easier by handling dependencies

and automating updates and cleanups. Archives containing the

files, information and

e Connect to the virtual machine with your root account. procedures needed to

e Find package names with the command:
# dpkg -list | grep ‘keyword’

install a software on an
operating system.

- The keyword can be a part of the name or a word that

describes the functionality of the software you are looking
for.

e Install a package:
# apt install name-of-the-package

e (Clean up useless files:
# apt clean

Those are some packages you could install:

e command-not-found:
# apt install command-not-found
-> This software suggests packages to install when you enter an unknown command.
e micro:
# apt install micro
- Micro is a text editor. Once installed, you can launch it by entering “micro” in the shell.

12




The fstab file (located in /etc/fstab) is the configuration file that contains information about
mounting file systems. It lists all available disks and partitions and indicates where to mount them in

the Linux filesystem hierarchy.

It is useful to examine the content of this file to make sure configurations are correct.

e In the virtual machine, enter the command:
# cat /etc/fstab

(T4 QEMU

Machine  View

nount (5).

"Emount-ro 9

6. The fstab file (Screenshot 3)

oA X
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Chapter 2: Installing Apache2

1) Installing Apache2

For more information, you can read the Apache2 documentation:
https://httpd.apache.org/docs/2.4/en/install.html

e QOpen aroot shell on your VM.
e Install Apache2:
# apt install apache?2
e Start Apache2:
# service apache2 start

Check if it is installed and started:

e Check the status:
# systemctl status apache?2
- You should see an output indicating that Apache?2 is active and running, as on the image
below. If you do not see this, it means Apache2 isn’t running. Start it with:
# systemctl start apache?

(T QEMU o A S

Machine View

E
=}
E

s fully qualified domd

7. Status command result for Apache2 (Screenshot 4.2)

2) Connecting to the Apache server

The server we use has no graphical interface, so it can’t display HTML
pages directly. To connect to the Apache server, we use Telnet.

Telnet

“Teletype Network

III

e Open the connection:

# telnet localhost 80

- The 80 port is the HTTP port of the virtual machine.
e Enter the following command:

HEAD / HTTP/1.0

e Press the « Enter » key twice.

Protocol”. This protocol
allows text-based
interactions between
distant computers over a

network.

14
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Q@ QEMU v o %

Machine  View

T

4 14:42:14 GMT

8. Telnet connection

Although we can’t display a web page directly on the virtual machine, we can do it from the host
machine. The script we executed to launch the virtual machine includes port forwarding from the
host machine to the VM. In this case, port 8080 on the host machine is redirected to port 80 on the
VM.

To see the HTTP request results:

e Open a browser on your host machine.

e Enter the URL:
http://localhost:8080
- This will display the default Apache2 web page, confirming that the Apache server is
running and accessible.

22 Debian Default F I

&« &) QO O localhost: P d

-8 Import bookmarks... & Getting Started

@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Debian systems. If you can read this page, it means that the Apache HTTP server installed at this site is working
properly. You should replace this file (located at /var/www/html/index . html) before continuing to operate
your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the
site is currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Debian tools. The configuration system is fully documented in /usr/
share/doc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2 -doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

i fetc/apache2/
i |-- apache2.conf

L ) ports.conf
i |-- mods-enabled

1| |-- *.load

H “-- *.conf
) o=
H

h ()=
il

conf-enabled
‘.. *_conf H (garaixle) localhost:2222 — Konsole v A X
sites-enabled

N File Edit View Bookmarks Plugins Settings Hel
- *.conf 2 g P

9. Default Apache2 web page (Screenshot 5)

15


http://localhost:8080/

Chapter 3: Installing PostgreSQL

For more information, you can read the PostgreSQL documentation: https://www.postgresql.org/

1) Installing PostgreSQL

e Connect to the VM with the root account.
e |nstall PostgreSQL:
# apt install postgresqgl
e Checkifitis installed and started:
# systemctl status postgresql
- You should see an output indicating that PostgreSQL is active and running, as on the image
below.

@ QEMU v A X

Machine  View

10. Status command result for PostgreSQL (Screenshot 4.3)

e Verify the installation:
# pg lsclusters
- You should see the details of the PostgreSQL clusters:

Q - QEMU v ~ X

Machine  View

1-15-main. Llog

11. PostgreSQL clusters details

2) Configuring PostgreSQL
We want to be able to connect to the server remotely with the users we will create.

e Connect you on the VM with your root account.
e Launch the PostgreSQL server:
# su - postgres
e Open the configuration file:
$ nano /etc/postgresqgl/l15/main/postgresqgl.conf
e Edit the configuration:

16


https://www.postgresql.org/

o Find the section “CONNECTIONS AND AUTHENTICATION”
o Findtheline“listen adresses”

(T4 QEMU v oA X
Machine  View
GHU nano 7.2 setc/posteresgls15/mainsposteresgl. cont

d o & o e
#
i

# - Connection Sett

12. "Listen_adresses" before

o Remove the # and replace “1ocalhost” with “*”.

- The final line should look like this:
listen adresses = '*'

@~ QEMU v ~ X
Machine  View

GHU nang 7.2 Jeto/postgresgls 1S /mainsposteresgl. cont

13. "Listen_addresses" after

o Savethefilewith cCtrl + Sandexitwith Ctrl + X.

Now, we will define an authentication rule for connection requests from non-local IP addresses. We
will only allow connections authenticated by a password hashed stocked with a strong hash function.

e Define an authentication rule:
o Open another configuration file:
$ nano /etc/postgresqgl/15/main/pg hba.conf
o Find the line:
#IPv4 remote connections
o Add this rule below it:
host all all 0.0.0.0/0 scram-sha-256
o Save the file when exiting.
e Restart PostgreSQL to apply changes:
# service postgresgl restart
e You can now connect with SSH to your PostgreSQL server. On your Linux station:
$ psgl -h localhost postgres

17



3 garaixle : psgl — Konsole oA X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  []] split view ] Paste Q, Find

gara 2 g-03 psql -h localhost postgres
Password for user garaixle:

psql (15.7 (Debian 15.7-0+debl2ul), server 15.6 (Debian 15.6-8+deb12ul))

SSL connection (protocol: TLSv1.3, cipher: TLS_AES_256_GCM_SHA384, compression: off)
Type "help" for help.

postgres== ||

14. SSH connection to the PostgreSQL server

3) Creating users and a database

Practice some SQL by creating a database and users and assigning rights.

e Connect to the PostgreSQL server:
# su - postgres

e Connect to the PostgreSQL database:
$ psql

First, we will create a new user named after our UGA login.

e Create a new user:
CREATE USER garaixle WITH createdb createrole;
- If you need to delete the user:
DROP USER garaixle;
e Assign a password to your user:
\password garaixle
- Do not forget it!

Now, we will create a database owned by your user.

e C(Create the database (here, its name is “saebase”):
CREATE DATABASE saebase WITH OWNER=garaixle;
e Connect to the new database:
o Exit the default “postgres” database:
\q
o Connect to the new database:
$ psgl saebase

@ QEMU v A X
Machine  View
o "

15. Connection to the "saebase" database

18



e Create a table in the database:
CREATE TABLE classebutla (
nom varchar,
prenom varchar,
login varchar (8)
)
e Insert data into the table:
INSERT INTO classebutla VALUES ('GARAIX', 'Lea', 'garaixle'),
('LIzzI', 'Antonin', 'lizzia'), ('DUPONT', 'Nolan',
'dupontno'), ('METAYER', 'Kylian', 'metayerk');

Q- QEMU v A X

Machine  View
'), ('DUPONT', 'Nolan', 'dup

¥, ('L12ZI', 'Antonin', 'lizzia

16. Data insertion

- If you want to delete data:
DELETE FROM classebutla WHERE nom='LIZZI' OR nom='METAYER' OR
nom="'GARAIX' OR nom='DUPONT';
e View the data:
SELECT * FROM classebutla;

@ 7 QEMU - &

Machine  View

17. Interrogation from the virtual machine (Screenshot 6)

Useful commands:

e See the list of users and their roles:

\du

e See the list of tables in the database:
\d

e Exit the database:
\q

4) Exploration
If you want to know all the databases that your server hosts:

e Connect to the server (not in a database).

19



e Request the list of databases:
$ psgl -1
- In the image below, you can see the database “saebase”: “garaixle” is listed as the owner.

@ QEMU v A X

Machine  View

18. Databases list (Screenshot 8)

Understanding pg_shadow

pg_shadow

It is a system view in PostgreSQL that contains information about database user accounts. It
stores details such as the username, encrypted password, whether the account is a superuser or
not... It allows administrators to manage accounts and their privileges.

e Connect to a database.

e Viewpg shadow:
SELECT * FROM pg shadow;

(T4 QEMU v A X

Machine  View

19. View on pg_shadow (Screenshot 9)

Connect via SSH to your database

e Connect:
$ psgl -h localhost saebase

20



B » garaixle : psgl — Kensole oA X

File Edit View Bookmarks Plugins Settings Help

7 MewTab  [I7] split View [ paste Q Find

g

Password for B

psql (15.7 ( ia n ), server 15.6 (Debian 15.¢
S5L connection (protocol: TLSw1.3, cipher: TLS_AES_:Z

Type "help" for help.

saebase=> ||

20. SSH connection to the database "saebase"

Then, you can execute your SQL queries:

> e garaixle : psgl — Konsole oA X

File Edit View Bookmarks Plugins Settings Help

[ NewTab ] split View [E] Paste Q_ Find

: 5:~% psgql -h localhost saebase

ord for user garaixle:

L (15.7 (Debian 15.7-8+debl2ul), server 15.6 (Debian 15.6-8+debl2ul))
onnection (prot 1: TLSv1.3 ipher: TLS_AES_2 _SHA384, compression:
"help" for help.

saebase=> select * from ssebutla;
login

GARAIX garaixle
LIZZI Antonin lizzia
DUPONT Nolan dupontno
METAYER | Kylian metayerk
(4 rows)

saebase:

21. Interrogation from the Linux station (Screenshot 7)
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Chapter 4: Installing PHP

For more information, you can read the PHP documentation:
https://www.php.net/manual/en/install.unix.php

https://www.php.net/manual/en/install.unix.debian.php

1) Installation

e Connect to the VM with your root account.
e Start the installation:

# apt install php-common libapache2-mod-php php-cli
e Apache must be restarted:

# service apache2 restart

2) Testing the installation

e Start Apache2:
# service apache2 start
e Navigate to the HTML folder:
# cd /var/www/html/
e Create a PHP file named “info.php”:
# nano info.php
e Add the following contents:
<?php
phpinfo () ;
phpinfo (INFO MODULES) ;
>
e Access this URL from the host machine:
http://localhost:8080/info.php
- This will display a page with the principal characteristics of your PHP installation.

22


https://www.php.net/manual/en/install.unix.php
https://www.php.net/manual/en/install.unix.debian.php
http://localhost:8080/info.php

& | PHP8.2.18 - phpinfo() X | + v

<« © O [ localhost:8080/info.php w ® L @ &8 =

-3) Import bookmarks... &) Getting Started

PHP Version 8.2.18

System

Build Date

Build System

Server API

Virtual Directory Support
Configuration File (php.ini) Path
Loaded Configuration File

Scan this dir for additional .ini files

Additional .ini files parsed

PHP API

PHP Extension

Zend Extension

Zend Extension Build
PHP Extension Build
Debug Build

Thread Safety

Zend Signal Handling
Zend Memory Manager

Zend Multibyte Support

Zend Max Execution Timers

IPv6 Support

DTrace Support

Registered PHP Streams

Registered Stream Socket Transports

Registered Stream Filters

22. Characteristics of the PHP installation
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Chapter 5: Installing PhpPgAdmin

1) Installation
To find a package in apt:

e #apt list | grep ‘keyword’
- You can try using the keyword ‘phppgadmin’

To install PhpPgAdmin:

e # apt install phppgadmin

2) Configuring the web interface

To allow access to the PhpPgAdmin web interface:

e Open the connection.php file:
# nano /usr/share/phppgadmin/classes/database/Connection.php
e Find the line:

case 'l4': return 'Postgres';break;
e Modify “14” to “15”:
case '1l5': return 'Postgres';break;
@~ QEMU - ~ %

Machine  View

GHU nano 7.2 susr/ssharesphppgadmingclasses/database/Connect ion. php

23. After the modification of the Connection.php file

You can now use the interface to visualize and edit your tables. Before accessing it through your
browser, a few adjustments are needed:

e Open the phppgadmin.conf file :
# nano /etc/apache2/conf-available/phppgadmin.conf
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e Comment out the line "Require local" by addinga “#” at the beginning of the line.

|Q < QEMU v A X

Machine  View

admin.cont

GNU nano 7.2 /etcsapachezsconf-availablesphppg

.php

from local

sDirectorys>

24. After the modification of the phppgadmin.conf file

e Restart Apache2:
# systemctl restart apache2

Now, you can connect to the web interface!

e Inyour browser, enter the URL:
localhost:8080/phppgadmin/

e Click on “PostgreSQL” below “Servers” on the left side.

B | % phpPgAdmin X =k N

&« e QO D localhost w ® ©® 9

-3) Import bookmarks... &) Getting Started

phpgAdmln phpPgAdmin 7.13.0

P

=

& f

Introduction ers

phpPgAdmin 7.13.0 (PHP 8.2.18)

Language | English v

Theme | Default v

Welcome to phpPgAdmin.

* phpPgAdmin Homepage
¢ PostgreSQL Homepage
¢ Report a Bug

¢ View online FAQ

25. Web interface of PhpPgAdmin
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e Connect with your user named after your UGA login.

Now, you have access to the databases.

B8 ¥ phpPgAdmin

« = ¢

B servers ]
=- [§ PostgresQL
w0 postares
[[] saebase

x| +

Q [ localhost:8080/phppgadmin/
PhpPg

-3) Import bookmarks... &) Getting Started

PostgreSQL 15.6 (Debian 15.6-0+deb12ul) running on localhost:5432 -- You are logged in as user “garaixle™

@phpPgAdmm: [] PostgreSQL":

Databases’ Account Tablespaces
Owner E il Collation Ci Type Size Actions

Comment

' wooA

@ @ 8 =

SQL | History | Find | Logout

=53

Export

en_US UTF-8 en_USUTF-8 pg_default 7453 kB Drop | Privileges | aher |default administrative connection database

en_US.UTF-8 en_USUTF-8 pg default 7541 kB oDrop | Priviieges | Alter

[ postgres  postgres UTF8
[] sacbase garaixle UTF8

Actions on multiple lines

Select all / Unselect all —> | — v || Execute

Create database

26. Databases on the PostgreSQL server

You can write queries and modify the databases. For example, click on the “saebase” database, then
click on “SQL” in the menu at the top. You can write your query in the frame.

5 | % phppgAdmin x | + - o
g @ a =

« > C O O localhost:8080/phppgadmin/

-3) Import bookmarks... &) Getting Started

phpRgAdmin

B servers =]
B [ PostgresQL
5[] postgres

PostgreSQL 15.6 (Debian 15.6-0+deb12ul) running on localhost:5432 -- You are logged in as user “garaixle™ sSQL | History \ Find | Logout

@phpPgAdmm: [] PostgreSQL™: [:] saebase™:

& En el ) = & 8] B

Schemas sqQL? Find Variables Processes Locks Admin Privileges Export

Enter the SQL to execute below:

SQL

=--F Tables SELECT * FROM classebutla;]|

- B classebutla

@[} Columns

... [f] Browse

p Select

.. qp Insert

7 Indexes

- 04 Constraints

2B Triggers

3 Rules

.. & Admin

... @ Info

... & Privileges
<5 Import

... Export

+- @ Views
+-- & Sequences

[

[E or upload an SQL scripl:‘ Browse... | No file selected.
=€ Functions ; :

[

[

- & Full Text Search Paginate results

f- % Domains

| Execute H Reset |

27. Interrogation from PhpPgAdmin (Screenshot 10)

And here are the results:




) running on -- You are logged in as user “garaixle™

& ‘ % phpPgAdmin X | +
& o = < [ localhost:8080/phppgadmin/
-3) Import bookmarks... &) Getting Started
phpRgldmin L
BEas = P prppgadmin: [1 PostgresqL?: [ sasbase™
- [{ PostgresQL Query Results
-[J] postgres
E‘D SETiTEE nom prenom login
& Schemas GARAIX Lea garmisie
LIZZ1 Antonin lizzia
=€ public DUPONT Nolan  dupontno
-3 Tables METAYER Kylian metayerk
B classebutla
- [f) Columns 4 row(s)
LD Total runtime: 0.284 ms
. 42 Select
Lo i SQL executed.
- Indexes
B —— Edit SQL | Download
G- B Triggers
- Rules
... 8 Admin
@ Info
... & Privileges
.53 Import
- [E> Export
-G Views
B~ % Sequences
- % Functions
- % Full Text Search
- @y Domains

28. Results of the interrogation

SQL | History | Find | Logout
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Chapter 6: Finalizing the setup

1) PHP file for VM information

/users/info/www/intranet/enseignements/S2.03/page sae S2.03.phpisa
PHP file that gathers information about your VM installation. We will copy it to the folder
var/www/html, and you will be able to see it through a browser on your host station.

e Copy the PHP file to your VM. On your VM, run the following command:
# scp -Crp garaixle@transit.iut2.univ-grenoble-
alpes.fr:/users/info/www/intranet/enseignements/S2.03/page sae
S2.03.php var/www/html

e Confirm the connection: answer “yes” when it asks you if you want to continue connecting.

e Open the PHP file in a browser. On your host station, enter this URL:
localhost:8080/page sae S2.03.php

B Page de test 52.03 x + ™

« > C QO O localhost:8080/page_sae_52.03.php B v g @ 9
8] Import bookmarks... &) Getting Started

Bonjour

Je suis www-data

Qui est connecté ?

root ttyl Jun 7 15:39

Mes disques sont

fdev/sda5: UUID="b4d1e232-5e25-4d87-9635-50d51580919f" TYPE="swap" PARTUUID="6d2bdf1d-085"
/dev/sdal: UUID="e97f0c53-1431-4dcd-adbf-f725bba36d4b” BLOCK SIZE="4096" TYPE="ext4" PARTUUID="6d2bdfld-01"

Mes interfaces

1: lo: mtu 65536 qdisc nogueue state UNKNOWN group default qlen 1080
link/loopback B8:00:00:00:00:08 brd 08:00:08:00:00:08
inet 127.9.0.1/8 scope host lo
valid_Lft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enp@s2: mtu 1500 qdisc fq_codel state UP group default glen 1006
link/ether 52:54:00:12:34:56 brd ff:ff:ff:ff:ff.ff
inet 10.8.2.15/24 brd 10.8.2.255 scope global dynamic enp®s2
valid 1ft 81239sec preferred Lft §1239sec
inet6 fecB::5054:ff:fel2:3456/64 scope site dynamic mngtmpaddr
valid_1ft 86357sec preferred_Llft 14357sec
inetb feBB::5054:ff:fel2:3456/64 scope link
valid 1ft forever preferred 1ft forever

My apache install is

ii apache2 2.4.59-1~debl2ul amd64 Apache HTTP Server

ii apache2-bin 2.4.59-1~debl2ul amd64 Apache HTTP Server (modules and other binary files)
ii apache2-data 2.4.59-1~debl2ul all Apache HTTP Server (common files)

ii apache2-utils 2.4.59-1~debl2ul amd64 Apache HTTP Server (utility programs for web servers)
ii libapache2-mod-php 2:8.2+93 all server-side, HTML-embedded scripting language (Apache
ii libapache2-mod-php8.2 8.2.18-1~debl2ul amd64 server-side, HTML-embedded scripting language (Apache

My apache status is

* apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; preset: enabled)
Active: active (running) since Fri 2024-06-07 15:39:12 CEST; 1lh 26min ago
Docs: https://httpd.apache.org/docs/2.4/
Process: 465 ExecStart=/usr/sbin/apachectl start {(code=exited, status=8,/SUCCESS)
Main PID: 510 (apache2)
X imit: 45)

H garaixle : 52.03-lance-mac — Konsole v X

File Edit View Bookmarks Plugins Settings Help

[T MewTab  [I] split View ~

¥ Paste QO Find

nce-machine-virtuelle

29. PHP file interrogation results (Screenshot 11)
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2) Verifying disk usage

To ensure your virtual machine is running efficiently, it's important to check the used and available
space on your system.

e Check disk space in your VM:
# df -h
- The -h ask for a human-readable format.

(O QEMU v Ax

Machine  View

30. Disk space (Screenshot 12)

3) Enhancing security

One of the final steps in setting up your VM is to enhance its security.

Update your system

To secure the entirety of the Debian system, the first step is to update and upgrade regularly.

# apt update
- Updates the available packages list (not the packages themselves).
e # apt upgrade
- Updates the system by installing and updating the packages.
e # apt clean
- Deletes the APT cache.
e # apt autopurge
- Automatically deletes the unused dependencies and their configuration files.

Secure SSH access

Root access and SSH access can be source of vulnerabilities in security. The root account can access
your entire system. This wiki proposes a few solutions:
https://fr-wiki.ikoula.com/fr/S%C3%A9curiser_sa_machine Debian

For example, you could change the default SSH port, disable the root login (and only use a standard
user with sudo privileges) or use SSH keys for authentication.
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Setup a firewall

It helps to control incoming and outgoing traffic.

4) Securing Apache, PHP and PostgreSQL

Apache, as a web server, has its own vulnerabilities. OpenClassrooms offers a comprehensive course
on securing Apache, which you can access here:
https://openclassrooms.com/fr/courses/1733551-gerez-votre-serveur-linux-et-ses-services/5236056-
securisez-votre-serveur-web

For improving PHP security, you can refer to this resource that outlines various techniques:
https://hidora.io/ressources/10-facons-dameliorer-la-securite-de-votre-php/

In PostgreSQL, implementing role-based access control ensures that users have only the necessary
privileges for their tasks. This minimizes the risk of unauthorized access.

30


https://openclassrooms.com/fr/courses/1733551-gerez-votre-serveur-linux-et-ses-services/5236056-securisez-votre-serveur-web
https://openclassrooms.com/fr/courses/1733551-gerez-votre-serveur-linux-et-ses-services/5236056-securisez-votre-serveur-web
https://hidora.io/ressources/10-facons-dameliorer-la-securite-de-votre-php/

The virtual machine launching script

To launch the virtual machine, we used the following command:
S S2.03-lance-installation

This executes a script containing a lengthy command, which initiates QEMU/KVM with all the
necessary parameters:

$ gemu-system-x86 64 -machine g35 -cpu host -m 4G -enable-kvm
-device VGA, xres=1024,yres=768 -display gtk,zoom-to-fit=off -drive
format=raw, file=/donnees/TP-infobutl/Debian-S2.03-
garaixle.img,discard=unmap -device el000,netdev=net(0 -netdev

user, id=net0, hostfwd=tcp::2222-:22,hostfwd=tcp::4443-
:443,hostfwd=tcp::8080-:80,hostfwd=tcp::5432-:5432 -cdrom
/usr/local/images-IS0/debian-12.5.0-amd64-netinst.iso

Let’s see step-by-step what they mean:

gemu-system-x86 64
This command starts the QEMU emulator for x86_64 architecture.

-machine g35
This option specifies the machine type. Here, it is g35.

-cpu host
It tells QEMU to emulate the CPU as closely as possible to the host CPU.

-m 4G
It sets the amount of RAM allocated to the VM to 4GB.

-enable-kvm
It enables Kernel-based Virtual Machine.

—-device VGA, xres=1024,yres=768
It specifies the graphics device for the virtual machine, with a resolution of 1024x768.

-display gtk,zoom-to-fit=off
It specifies the display settings for the VM.

-drive format=raw,file=/donnees/TP-infobutl/Debian-52.03-
garaixle.img,discard=unmap

It defines a virtual disk drive. The disk image is in raw format, and the path to access it is specified in
the “file=" section.
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—-device 1000, netdev=net0
It adds a network device emulating an Intel E1000 network adapter to the VM. It specifies that it is
connected to a network device named “net0”.

-netdev user,id=net0,hostfwd=tcp::2222-:22,hostfwd=tcp::4443-
:443,hostfwd=tcp::8080-:80,hostfwd=tcp::5432-:5432
It defines a user-mode network device (“net0”). The port forwardings are set up here.

-cdrom /usr/local/images-ISO/debian-12.5.0-amd64-netinst.iso
It specifies the path to the ISO image file used as the virtual CD-ROM drive.
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These URL will guide you to the websites | consulted while writing this manual. | also consulted the
R2.06 lessons to install PostgreSQL.

https://www.debian.org/intro/about

https://en.wikipedia.org/wiki/Debian

https://wiki.gemu.org/Main Page

https://wiki.gemu.org/Features/KVM

https://www.ionos.com/digitalguide/server/know-how/what-is-kvm/

https://httpd.apache.org/

https://www.techtarget.com/whatis/definition/Web-server

https://www.postgresql.org/about/

https://en.wikipedia.org/wiki/PostgreSQL

https://en.wikipedia.org/wiki/Optical disc image

https://fr.wikipedia.org/wiki/SHA-2

https://help.ubuntu.com/kubuntu/desktopguide/fr/root-and-sudo.html

https://doc.ubuntu-fr.org/xorg

https://frwikipedia.org/wiki/Paquet (logiciel)

https://doc.ubuntu-fr.org/apt-cli

https://www.linuxtricks.fr/wiki/fstab-explications-sur-le-fichier-et-sa-structure

https://fr-wiki.ikoula.com/fr/S%C3%A9curiser sa machine Debian
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